
Guide: Whitelisting using Mail Connector



Intro: Whitelisting using Mail Connector
A Microsoft Mail Connector creates a direct connection between the CyberPilot 
phishing email server and your email server. This direct connection bypasses all 
your other email tools and enables the email to be delivered directly to your 
users’ inboxes

Chapters
1. Information needed
2. Configure Mail Connector
3. Tell your Customer Success Manager



Part 1: Information Needed

Together with CyberPilot you have chosen a sender domain, which is the email 
address that the email will be sent from.

• IP: 3.75.105.111
• Simulation URL: link120623.dk
• The sender domain is: example.dk



Part 2: 

Configure Mail Connector



Step 1: Click "Exchange message trace"

(1) Click "Exchange message trace"

Configure Mail Connector



Step 2: Click "Mail flow"

(2) Click "Mail flow"

Configure Mail Connector



Step 3: Click "Connectors"

(3) Click "Connectors"

Configure Mail Connector



Step 4: Click "Add a connector"

(4) Click "Add a connector"

Configure Mail Connector



Step 5: Choose "Partner organization"
Step 6: Click "Next"

(5) Choose "Partner organization"

Configure Mail Connector

(6) Click "Next"



Step 7: Type a name of the connector, E.g., CyberPilot phishing simulation
Step 8: Click "Next"

(7) Type a name of the connector 
E.g., CyberPilot phishing simulation

Configure Mail Connector

(8) Click "Next"



Step 9: Choose "By verifying the IP address"
Step 10: Type in our IP 3.75.105.111 and click "+"
Step 11: Click "Next"

(9) Choose authenticating by verifying the IP address

Configure Mail Connector

(11) Click "Next"

(10) Type in our IP 3.75.105.111 and click "+"



12: Remove all restrictions by unchecking the checkboxes
13: Click "Next"

(12) Remove all restrictions by unchecking the checkboxes

Configure Mail Connector

(13) Click "Next"



Step 14: Click "Create connector"

Configure Mail Connector

(14) Click "Create connector"



Step 15: Click "Done"

Configure Mail Connector

(15) Click "Done"



Part 3: 

Tell your Customer Success 
Manager you have set up the 
mail connector. 

Then you will get a test email 
to check that it worked.
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