
Configure permissions for 
report phishing 
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Enable Outlook's reporting feature
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With the latest Outlook, the reporting button in Outlook is enabled 
by default. 

If you are working with an earlier version then you may need to 
enable the feature. 

If you see the button in outlook, then you are good to go. Otherwise 
follow Microsoft's guide to enable it.

https://learn.microsoft.com/en-us/defender-office-365/submissions-users-report-message-add-in-configure
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Step 1: Go to https://portal.azure.com/ 

Step 2: Click on "App registrations"

(1) Go to https://portal.azure.com/ 

(2) Click "App registrations"
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https://portal.azure.com/
https://portal.azure.com/
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Step 3: Click "All applications"
Step 4: Search of the CyberPilot enterprise application you created
Step 5: Click on the CyberPilot enterprise application you created

(4) Search for the enterprise application you created for CyberPilot

(3) Click on "All applications"

(5) Click on the enterprise application you created for CyberPilot
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SET PERMISSIONS FOR THE APPLICATION
Navigate to Microsoft Graph:
Step 6: Click "API permissions"
Step 7: Click "+Add a permission"
Step 8: Click "Office 365 Management APIs"

(6) Click "API permissions"

(7) Click "Add a permission"

(8) Click "Office 365 Management APIs"
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SET PERMISSIONS FOR THE APPLICATION
Add permissions to the application:
Step 9: Click "Application permissions" 
Step 10: Under ActivityFeed, select "ActivityFeed.Read"
This gives CyberPilot read access to submission activity feed"
Step 11: Save by clicking "Add permissions"

(9) Click "Application permissions"

(10) Enable "ActivityFeed.Read"

(10) Find and open ActivityFeed
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(11) Save by clicking "Add permissions"
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SET PERMISSIONS FOR THE APPLICATION: Attack Simulation
Navigate to Microsoft Graph:
Step 12: Click "API permissions"
Step 13: Click "+Add a permission"
Step 14: Click "Microsoft Graph"

(12) Click "API permissions"

(13) Click "Add a permission"

(14) Click "Microsoft Graph"
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SET PERMISSIONS FOR THE APPLICATION
Add permissions to the application:
Step 15: Click "Application permissions" 
Step 16: Under AttackSimulation, select "AttackSimulation.Read.All"
This gives CyberPilot read access to attack simulations"
Step 17: Save by clicking "Add permissions"

(15) Click "Application permissions"

(16) Enable "AttackSimulation.Read.All"

(16) Find and open AttackSimulation
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(17) Save by clicking "Add permissions"
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GRANT ADMIN CONSENT
Step 18: Click "Grant admin consent for Company" 
Step 19: In the popup, click "Yes" to confirm grant.

(18) Click "Grant admin consent for Company"
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(19) Confirm admin consent
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SET PERMISSIONS FOR THE APPLICATION: SecurityAlerts
Navigate to Microsoft Graph:
Step 20: Click "API permissions"
Step 21: Click "+Add a permission"
Step 22: Click "Microsoft Graph"

(20) Click "API permissions"

(21) Click "Add a permission"

(22) Click "Microsoft Graph"
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SET PERMISSIONS FOR THE APPLICATION
Add permissions to the application:
Step 23: Click "Application permissions" 
Step 24: Under SecurityAlert, select “SecurityAlert.Read.All"
This gives CyberPilot read access to Security Alerts"
Step 25: Save by clicking "Add permissions"

(23) Click "Application permissions"

(24) Enable “SecurityAlert.Read.All"

(24) Find and open SecurityAlert
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(25) Save by clicking "Add permissions"
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GRANT ADMIN CONSENT
Step 26: Click "Grant admin consent for Company" 
Step 27: In the popup, click "Yes" to confirm grant.

(26) Click "Grant admin consent for Company"
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(27) Confirm admin consent



Notify CyberPilot
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Notify CyberPilot

Thanks for completing our guide

Please let your CyberPilot contact know
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